
This is not a comprehensive or legally binding document. This is intended to support your agency in BEGINNING the 
compliance process, but not intended to be legal guidance. 

HIPAA Checklist- Beginning to Comply with Privacy & Security Standards 

To jumpstart your HIPAA Compliance… review this list to learn what ac�vi�es you may need to begin 

1. Provide staff with HIPAA training on privacy and security requirements and best prac�ces 
a. HHS OIG offers free trainings online 
b. Make a plan for offering HIPAA training during staff onboarding and annually 
c. Work with supervisors to review HIPAA standards in supervision 
d. Document and store list of who at agency has completed HIPAA training, annually, and 

have process to ensure that all staff complete HIPAA training 
e. Are staff trained to keep all conversa�ons regarding PHI limited to the minimum 

informa�on necessary for client care and coordina�on of care? 
2. Are all conversa�ons about client PHI kept private and away from public spaces? 
3. Verify with HMIS and other case management so�ware vendors that data is encrypted 
4. Verify with email provider that encryp�on of email messages is possible 
5. Add disclosure statement to all email signatures 
6. Assign an HIPAA Compliance Office to develop compliance policies and procedures with staff, to 

ensure that PHI is kept private and secure 
7. Verify how HR is safeguarding personal health data of employees and that it meets HIPAA 

standards 
8. Review Client intake form to be sure it includes informa�on about client rights through HIPAA 
9. Develop and document the process to handle, store and track client complaints, AND client 

request for access to their health records 
10. Is there a process in place to no�fy clients if there is a data breach or leak of PHI?  
11. Review Client chart security 

a. Locked behind electronic passwords, computer passwords, or physically behind two 
locks (door and cabinet) 

b. Who has access to client files- is it the minimum necessary 
c. Develop or revise client consent forms to be HIPAA compliant 
d. Are items (charts, files, documents, health records) containing PHI le� in unatended 

areas that are not properly secured? 
12. Examine exis�ng infrastructure  

a. Is signage and procedures in place to support HIPAA compliance 
i. Fax and copy machines – regular checks to be sure PHI isn’t le� on machine,  

1. Are materials with PHI removed and secured in a �mely manner? 
ii. File cabinets – double locked access and only necessary staff accessing keys 

iii. Trash cans/recycle bins – regularly checked to be sure PHI isn’t in cans but put 
into shredder or shredding bins 

iv. Are shredding bins for PHI easily accessible for staff? 
1. Are shredders kept locked?  

b. Data storage & sharing systems 
i. Data sharing (with whom, for what, are Business Associate Agreements in place) 
ii. All systems are installed with an�-virus protec�ons 

iii. Data systems have a daily data backup system 
iv. Agency has created a disaster recovery plan for client data and health records 


