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$$ Buying fast food, cigarettes, or anything that could 
have an impact on health.5

With the advent of consumer-facing technology com-
panies like Apple, Google, Microsoft, and Samsung 
expanding offerings in health, people will have more “on 
ramps” for generating health and other personal data. 
Aggregated and analyzed, these data flows have the 
potential to paint a detailed health profile of individuals, 
as well as to describe whole communities based on loca-
tion, health conditions, or other factors. 

This report provides a broad overview of emerging issues 
associated with consumer-generated health data. Based 
on interviews with technology and health care experts, 
and additional research, it looks at the use of consumer-
generated data to enhance both individual and public 
health. The report also examines the privacy implica-
tions that are increasing in importance as health care 
enters the era of “big data”—in which the proliferation 
of extremely large databases and new opportunities for 
combining data challenge regulators’ and society’s ability 
to assure individuals’ data rights and privacy.6

Stephen Downs of the Robert Wood Johnson Foundation 
observed, “While big data crunching has been going on 
on some level for a while, the data sources are much 
more comprehensive now, and analysis techniques are 
getting better and better.” The data translate into billions 
of dollars for many types of enterprises, in the form of 
new markets, new products, and cost-savings. The enor-
mous scale of data collection is hard for many people to 
envision. (See box, page 4.)

These developments are important to individuals and 
patients because most people are not aware of the 
amount of information they are leaving behind that is 
not covered by HIPAA7 or any privacy rules. Without such 
protection, different kinds of data are being combined 
and used by third parties in ways that consumers might 
not anticipate, and some would not want.8 

Every day, most of us leave our digital “footprints” 
in the Internet. We constantly generate these bits 
of data about ourselves in the course of using cell 

phones, credit cards, search engines, and websites.2 
Many of the footprints directly relate to health. They 
include:

$$ Googling health-related terms or using online social 
networks for health information.3

$$ Posing questions to physicians on the Internet or 
participating in health-related social media sites like 
PatientsLikeMe, WEGO Health, and Migraine.com.

$$ Tracking activity, eating, exercise, clinical data, and 
other personal health information via mobile phone 
apps and digital health and medical devices such as 
weight scales and blood pressure monitors.

$$ Purchasing health and medical products through 
brick-and-mortar and online retailers using credit 
cards or store coupons.

$$ Passively communicating personal information  
such as location and retail store preferences through 
GPS sensors integrated into smartphones, and  
retailers’ growing use of geo-location technologies 
like iBeacon.4

“There is no doubt that big data and the  
analytics of big data and the discoveries that  
it will enable are a fundamental pillar of  
enabling personal health for all.”

 
— Eric Dishman, Intel 

 

“Electronic health information is like nuclear 
energy. If it’s harnessed and kept under tight 
control, it has potential for good. But if it gets 
out of control, the damage is incalculable.”

 
— Jim Pyles, Esq., Powers Pyles Sutter & Verville1
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The Sharing of Personal 
Data

Two rapidly growing areas of consumer-generated 
health data involve social networks and digi-
tal health devices combined with mobile apps. 

Through social networks such as Facebook, Twitter, and 
YouTube, people share health experiences, side effects 
of drugs, and participate in research studies.9 The pur-
chase of wearable fitness devices, such as smartwatches 
and digital activity trackers, is also proliferating, tripling 
among Americans from 3% in 2012 to 9% in 2013.10 
The supply of digital and connected health devices is 
fast-growing: the Consumer Electronics Show had 40% 
growth in the convention’s digital health footprint in 
2014, following 25% growth in 2013.11 A 2014 Accenture 
survey found that 54% of adult consumers were inter-
ested in buying a health monitor as an application on a 
phone, laptop, desktop, or as a dedicated device.12 

Here are a few scenarios that illustrate ways that con-
sumer-generated data are being combined with retail, 
location, and other information to support better health:

$$ David, who is managing type 2 diabetes, uses a 
mobile nutrition app to buy groceries, a digital glu-
cometer for tracking blood glucose, a Fitbit (digital 
activity device) to gauge metabolic rate, and a blood 
pressure monitor that syncs with his computer. His 
health and retail data are routed to a health manage-
ment provider that analyzes it in real time and pushes 
advice back to David: for example, a nudge to take a 
walk or a reminder to test his blood sugar. A medica-
tion adherence program reminds him to take and 
re-order meds at the right time.

$$ Rosa, diagnosed with a rare cancer, participates in a 
clinical trial through a web-based matching program, 
into which she enters her data every day. To help 
manage her illness she also records her mood in a 
mobile health app, uses a meditation-biofeedback 
app, and journals her daily food intake. These data 
are aggregated with those of many other patients for 
researchers to mine in developing a cure for her type 
of cancer. The trial is of shorter duration than it would 
have been because of the large quantity of data 
made available by patients in a quicker time-frame. 

$$ Renee uses her mobile phone to check into an online 
patient social network as she manages her migraines 

Big Data Changes Everything

The definition of “big data” is evolving, but it is 
often described in terms of the three V’s — volume, 
velocity, and variety — all of which are fast increas-
ing and have compelling implications for personal 
and public health according to Gartner research. 

In terms of volume, datasets are now being 
described in petabytes. One petabyte is 1 quadril-
lion bytes, enough to store the DNA of the entire 
population of the US, and then clone them twice. 
According to an article in The Economist, Walmart 
had 2.5 petabytes worth of consumer data in 2010. 

The velocity factor (the speed at which data are 
generated and consumed) and the variety factor 
(the many types of information) are equally compel-
ling. Because data are far less “siloed” than in the 
past, they frequently can be processed, analyzed, 
and viewed virtually in real time. 

Much of the data come from non-traditional 
sources, such as social media and GPS, and can 
have a variety of structures, such as video, images, 
and free text, in addition to traditional database 
formats. Data are being gathered by information-
sensing mobile devices (remote sensing), software 
logs, cameras, microphones, radio-frequency 
identification (RFID) readers, and wireless sensor 
networks.

Sources: Gartner, Big Data, 2014. Data, data everywhere. The 
Economist. 25 February 2010. Parallel Programming in the Age 
of Big Data. Joe Hellerstein, gigaom, 2008. Segaran, Toby; 
Hammerbacher, Jeff (2009). Beautiful Data: The Stories Behind 
Elegant Data Solutions. O’Reilly Media. p. 257. 

http://en.wikipedia.org/wiki/Remote_sensing
http://en.wikipedia.org/wiki/Radio-frequency_identification
http://en.wikipedia.org/wiki/Radio-frequency_identification
http://en.wikipedia.org/wiki/Wireless_sensor_networks
http://en.wikipedia.org/wiki/Wireless_sensor_networks
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Much of the personal data collected from consumers 
would not be considered “health information,” yet is used 
for a health purpose.13 Deven McGraw of Manatt, Phelps 
& Phillips noted that “the FICO Medication Adherence 
Score is not based on health data but is instead an algo-
rithm based on other types of demographic data that 
turn out to be highly predictive of medication adher-
ence.” McGraw warned that “Digital dust can have health 
implications even if the ‘dust’ is devoid of actual health 
information. FICO and other ‘scores’ could have signifi-
cant implications for consumers — arguably as significant 
as a score generated using health data,” she said.14

Even consumer footprints that are not expressly about 
health can be used to help determine a person’s physi-
cal or mental health. How we shop, the magazines we 
subscribe to, where we hang out on the weekend—this 
information is relatively easy to purchase by third parties, 
as the investigative reporters of “60 Minutes” revealed in 
their 2014 story, “The Data Brokers: Selling Your Personal 
Information.”15 In the report, Tim Sparapani said, “You 
can buy from any number of data brokers, by malady, the 
lists of individuals in America who are afflicted with a par-
ticular disease or condition.” Sparapani, once director of 
public policy at Facebook, currently advises companies 
as vice president of the Application Developers Alliance. 

According to Dr. Harry Greenspun of Deloitte, “changes 
in your life — such as a trend in your retail behavior that 
you’ve stopped shopping at the home improvement 
store — could indicate your risk of depression is going 
up. This information can be more predictive of a person’s 
health than anything that’s in your EHR or even in your 
genome.” 

In fact, research suggests that health care services, such 
as visits to the doctor, contribute to only about 10% of 
health outcomes.16 Health behaviors, on the other hand, 
determine as much as one-half of health status. People 
make many choices throughout the course of each day 
that bolster or diminish their personal health. Thus, 
behavior change has been called by some the Holy Grail 
of health care.17 

Healthy behaviors are also key to the effectiveness of 
health reform, under which providers taking on value-
based payment can only flourish when healthy patients 
stay well and those with chronic illness manage their 
disease effectively. Payment for health care to doctors 
and hospitals is shifting from volume-based (such as 

and depression. She refills medicines online, and 
purchases over-the-counter pain relievers from a 
grocery store, collecting loyalty program points and 
mobile coupon discounts. A mobile app provides vir-
tual counseling (telemental health) with a third-party 
mental health provider monitoring her via location 
data from her smartphone. If the provider notices a 
problem—for example, that she has stayed home for 
several days in a row — they will check on Renee by 
phone or text message.

$$ Anthony goes to the gym at 5:30 every morn-
ing, using a digital fob to record his visit with his 
employer’s wellness program provider. If he meets 
the program’s exercise targets, he receives a discount 
on the insurance premium. The wellness program has 
access to his grocery store and other retail receipts. 
The program provides him with incentives for healthy 
eating, including mobile coupons for health food 
stores.

$$ Kelly keeps tabs on her children’s health on her 
mobile phone: immunizations, well visits, and food 
tracking. She often responds to Mom blogs online. 
She records her exercise through a digital device 
and participates in a chain pharmacy’s health loyalty 
program, which enables her to accumulate points 
for store discounts. A third-party data company 
acquires Kelly’s retail data and matches it against her 
social media activity, then sends coupon offers to her 
mobile phone tailored to the members of her family. 

$$ Thomas, who is homebound with congestive heart 
failure, uses a remote health monitor and a Wi-Fi-
enabled scale. His daily weight is routed to a cardiac 
health management company contracted through 
his Medicare Advantage program. He buys groceries 
online. Based on the health and retail data, the com-
pany routes personalized health videos to Thomas 
via his cable TV box and computer, and a cardiac 
specialty nurse video-chats with him once a week. 

“You can buy from any number of data 
brokers, by malady, the lists of individuals in 
America who are afflicted with a particular 
disease or condition.”
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feedback from the program via emails, phone calls, or 
text messages to help understand their asthma triggers. 
In pilots, users showed an 80% improvement in medica-
tion adherence, and over two-thirds got their conditions 
under control.23 Propeller can also identify geographic 
areas with air quality issues and help drive population 
health in communities.

Forecasting and tracking epidemics. The use of mobile 
phones with geo-location apps represents a global 
platform for user-generated data that has been used 
to anticipate epidemics: cholera in Rwanda, malaria in 
Kenya, and malnutrition in Tanzania, for example, based 
on call patterns and mobility patterns.24 Researchers 
can combine geo-spatial phone data with public health 
records. In Portugal and Spain, Twitter tweets have been 
analyzed to understand depression, eating disorders, flu, 
and pregnancy.25

Harnessing self-tracking data for research. Individuals 
are often willing to share self-tracking data for research 
under conditions of anonymity and especially if their per-
sonal data would advance knowledge in public health, 
health care, computer science, and social and behav-
ioral science.26 According to Lauren Solberg of Meharry 
Medical College, researchers in a number of academic 
fields are collecting research data through self-tracking.27 
Nearly one-half of researchers participating in the Health 
Data Exploration Project had used self-tracking data, and 
one-quarter had worked with commercial companies 
involved in apps, devices, and social media. An alli-
ance struck between PatientsLikeMe, an online patient 
network, and Genentech will open up the patient com-
munity’s data to the biotech field for clinical trials and 
research projects.28 Much of the data are available in real 
time.

Focusing on individual health goals. Entrepreneurs 
are providing benefits to people with a specific health 
objective by comparing their individual consumer-gener-
ated data with a larger dataset of people like them. For 
example, for women who wish to get pregnant, there is a 
mobile app, Ovuline, with a database of health informa-
tion on over 70,000 women. The metrics include body 
temperature, cervical fluids, menstrual cycles, and fre-
quency of sexual intercourse, among other data points. 
A woman can compare her own data to those of other 
women to help her predict when she has the greatest 
opportunity to conceive.29

visits, tests, and surgeries) to value-based (such as pre-
venting hospital readmissions and effectively managing  
diabetes). 

Opportunities for  
Data-Mining 

There are numerous opportunities for organiza-
tions to use consumer-generated data that benefit 
both public and personal health, including health 

researchers, health providers, consumer and medical 
supply companies, technology developers, and public 
policymakers, among others. Larry Page, Google co-
founder and CEO, exhorted people to think about “the 
tremendous good that could come from sharing the right 
information with the right people in the right ways.”18 
Following are a few examples of data-mining that are 
already in practice.

Improving clinical trials. Data-mining offers opportu-
nities to make clinical trials faster and more effective. 
Working with a biopharmaceutical company to design 
a recruitment strategy for a Hepatitis C vaccine trial, PA 
Consulting found 120 million patients that could fit the 
trial criteria and also learned that these patients were 
strongly influenced by 10 key individuals who were most 
active on Twitter in their social networks. The company 
approached these influencers, who then publicized the 
clinical trials. Leveraging social networks helped the 
company reduce the planned recruitment period from 
six months to five weeks.19 “Patient-Powered Research 
Networks” are being developed through PCORnet, 
the National Patient Centered Research Network, that 
will bring researchers and patients together – including 
their self-generated data.20 To encourage data shar-
ing, PatientsLikeMe launched a campaign to promote 
“Data for Good,” focusing on the value of sharing health 
information in three respects: to improve one’s personal 
health, to help other people, and to change medicine.21 

Managing chronic disease. People with chronic illness 
have the daily challenge of tracking and managing their 
health. Propeller Health (formerly known as Asthmapolis) 
focuses on people with asthma and chronic obstruc-
tive pulmonary disease (COPD).22 The company’s 
FDA-approved GPS-enabled sensor attaches to an 
inhaler that collects data on the time and precise loca-
tion that patients experience symptoms. Users receive 
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Learning from retail. The health care industry can bet-
ter align to consumers’ demands by learning from retail’s 
use of data. “If you analyze the Acxiom (retail) and other 
data in an area, you know the habits of people, when 
they shop, where they shop, the characteristics of their 
neighborhood, the bus schedules,” said Harry Reynolds 
of IBM. As patients take on more financial and decision-
making responsibility for health services, they will be 
looking for greater convenience and levels of service, 
the kind they find in retail businesses. In one example, a 
hospital learned from retail and other data that many of 
its outpatients lived in an area far from its clinic. Patients 
often cancelled appointments because they had to leave 
work and travel a long way. The hospital responded by 
opening a clinic in that neighborhood. 

The Privacy Challenge

Despite the benefits of consumer-generated data, 
there are growing concerns. Computers are mak-
ing decisions based on algorithms, mathematical 

models, which are built on assumptions and calculations 
that are not made public. “When the input data explicitly 
or implicitly encodes for a protected characteristic like 
gender or race…the resulting algorithm runs the risk of 
being biased against certain groups, or in the worst case 
‘redlining’ them,” a team from the Electronic Frontier 
Foundation explained.30 In a nutshell, the algorithm is 
only as fair as the data it analyzes. Because of that, Fred 
Trotter of O’Reilly Radar warned, “We are outsourcing 
decisions to a virtual entity which has none of our human-
ist notions of fairness or a sense of fair play.” 

Two recent studies raised data privacy and security issues 
about digital health tools. Research published in August 
2013 by the Privacy Rights Clearinghouse identified pri-
vacy risks in 43 of the most popular mobile health and 
fitness applications.31 Another analysis, from Evidon, 
found that the top 20 health and wellness apps were 
transmitting information to as many as 70 third-party 

organizations.32 Thus, consumers cannot assume their 
personal data generated when using a health app or 
device is being de-identified and aggregated by the 
technology provider. And, as noted previously, none of 
these data are protected by HIPAA until they become 
part of a HIPAA-covered entity’s records.

According to a recent White House report, “Personal 
health information of various kinds is shared with an array 
of firms, and even sold by state governments, in ways 
that might not accord with consumer expectations of the 
privacy of their medical data.”33

It is important to note that while most US consumers 
worry about how marketers will use their personal data, 
two-thirds rarely or never read an online privacy policy, 
nor do most consumers use “do not track” or “incognito” 
features that allow them to opt out of website tracking.34 

Sharing personal data can trump privacy risks, particularly 
among patients dealing with serious medical conditions. 
In a survey of US social media users with a medical condi-
tion, 94% agreed with sharing their health data to help 
doctors improve care or to help other patients like them. 

However, most patients willing to share data also 
believed that their personal health information could be 
used without their knowing. Specifically, 72% believed 
their data could be used to deny them health insurance, 
and 66% believed it could be used to deny them jobs. As 
Paul Wicks of PatientsLikeMe explained, “Most patients 
think there’s a possibility their personal health data could 
be used against them, but when they see the benefits, 
they do it anyway.”35

Surveys conducted by Consumer Reports National 
Testing and Research Center and PatientsLikeMe found 
that 94% of social media users with medical conditions 
would be willing to share data about their health (anony-
mously) to help improve health care.36 Interestingly, most 
people don’t trust commercial private sector companies’ 
use of their health data (e.g., drug and medical device 
companies) any less than they trust sharing with pub-
lic sector/government organizations like public health  
officials.37 

When people engage with a particular organization 
for health, trust is the most important factor.38 Nurses, 
pharmacists, teachers and medical doctors are the most 
trusted professions in America, according to the Gallup 

“We are outsourcing decisions to a virtual 
entity which has none of our humanist 
notions of fairness or a sense of fair play.”

https://en.wikipedia.org/wiki/Redlining
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Poll.39 When it comes to peoples’ levels of trust in orga-
nizations to take care of personal data, hospitals rank 
ahead of banks, government, retailers, mobile technol-
ogy and internet companies, and insurers, a FICO survey 
found.40 

Consumers have a “split personality” when it comes 
to their open sharing of social data, at the same time 
expecting others to protect their privacy — say, gov-
ernment or private sector companies. However, most 
people don’t trust these organizations, private or public, 
to protect their privacy. EMC, a cloud computing and big 
data company, calls this the Social Sharing Paradox.41

There are a number of factors that add to the privacy 
challenges of consumer-generated data, including the 
following:

Lack of awareness and recourse. There are hundreds 
of unregulated data brokers that build dossiers on peo-
ple and sell them to marketers. “Individuals have little 
recourse if they want to examine their files or correct 
mistakes,” The Economist warned in an article titled, 
“Maintaining your privacy is harder than you think.”42 
People aren’t really aware they’re “creating digital data 
exhaust all day long,” Mary Cain of HT3 observed. 
Each click into Facebook and Google represents a little 
piece of information tied to that person: “Google and 
Facebook are running multimillion dollar businesses off 
of these ‘free’ services which means ‘you’ are the prod-
uct,” said David Harlow, a health lawyer. “If you go into 
that with your eyes open, fine. But many people haven’t 
opened their eyes to that.”

Third parties’ use of dark data. When consumers are not 
consciously aware of their data being used, Mikki Nasch 
of The Activity Exchange refers to this as dark data. She 
offered an example: “If you are someone who checks in 
with Foursquare for a week when you’re in a bar, you’ve 
just told people you’ve been on a bender for five days….
You are socially bragging about all the things you never 
say to your insurance company.” In real time, she added, 
people check into social networks in a personal context. 
However, when these data are used for statistical mod-
eling (for health or financial risk profiling, for example), 
the information can be taken out of context. An example 
might be someone chatting on social networks about 
missing work due to migraines and falling behind with 
mortgage payments as a consequence: These facts could 

be used as dark data for scoring consumers — negatively 
and out of context — in a variety of ways.  

Scoring personal health. The phenomenon of predic-
tive consumer scoring has emerged, largely unregulated 
by the Fair Credit Reporting Act or the Equal Credit 
Opportunity Act.43 Consumer scores are now ubiquitous 
across peoples’ activities: financial and credit, energy 
use, law enforcement, environmental, social clout, tax 
returns, environmental “green-ness,” and health. In 
2014, there were at least a dozen health scores avail-
able in the marketplace, including the Affordable Care 
Act (ACA) Individual Health Risk Score, FICO Medication 
Adherence Score, several frailty scores, personal health 
scores (e.g., WebMD, One Health Score), and medical 
complexity scores (e.g., Aristotle for scoring of surgery 
for congenital health conditions). Consumers are largely 
unaware of the existence and use of these scores and the 
algorithms that create them. 

Under the ACA, each health plan enrollee is subject to 
risk adjustment under an Individual Health Risk Score. 
This score was developed to help health plans manage 
the risks of adverse selection and predict health costs 
for an individual enrollee.44 The ACA says nothing about 
individuals having access to their Individual Health Risk 
Score. The Activity Exchange’s Nasch pointed to lessons 
consumers can learn from the history of the FICO score 
for consumer credit rating. Although FICO began in the 
1950s, “It took 50 years to get that data into consum-
ers’ hands,” she said. “Now consumers know how to 
repair their lagging credit scores. The same is not true in 
health. We have to be aware that the same math used to 
ascertain risk by a car insurance company and mortgage 
lender is being used in health, too.”

Risk management digs deeper. Consumers’ health 
scores could be useful for providers and payers as they 
move to value-based payment. A McKinsey & Company 
analysis points to a trillion-dollar savings over the next 
decade by tying payments more aggressively to out-
comes. “Who is on the hook for the risk of that patient?” 
asked Basel Kayyali, partner at McKinsey. “That’s the 
stakeholder who will want to embed user-generated 
data into its data warehouse.” In the risk-based era for 
health care, those who bear the financial risk must man-
age that risk at a “much more granular level,” Kayyali 
advised. Consumers’ behavior will be modeled based on 
both historical claims data and peoples’ user-generated 
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remove.51 “It’s one thing to know you’re on a statin. It’s 
another thing to know that you eat fast food three times a 
week. What is more predictive?” asked Harry Greenspun 
of Deloitte. The prescription for that statin would be cov-
ered as privacy-protected personal health information 
under HIPAA. Social media sites, on the other hand, are 
not bound by HIPAA. 

data. Those data are already being purchased by hedge 
funds, hospitals, large provider networks, payers, phar-
maceutical companies, and others involved in health 
care, according to Nasch.

HIPAA limitations. While personal health information 
held by health care providers and insurers is protected 
under HIPAA, many other sources of consumer data are 
not covered and can be disclosed to third parties. Unless 
and until a patient shares user-generated data with a 
HIPAA-covered entity, that information is not covered by 
HIPAA. User-generated data that could be used in health 
profiling are held by gyms, websites, banks, credit card 
companies, cosmetic medicine groups, fitness clubs, 
home testing labs, massage therapists, nutrition counsel-
ors, alternative medicine practitioners, disease advocacy 
groups, and marketers of non-prescription health prod-
ucts and foods.45 Exhibit 1 lists some of the types of 
consumer data available for purchase and use in ana-
lytics. Latanya Sweeney, chief technology officer at the 
Federal Trade Commission, found in 2010 that at least 
one-half of consumer data flows fall outside of HIPAA 
protection.46 

De-Identified data may be re-identified. Sweeney also 
found that anonymous data may not remain anonymous. 
From a database of 1,130 de-identified participants of 
a genomic surveillance study, 241 participants were re-
identified based on three pieces of information — date 
of birth, gender, and ZIP code — that were then com-
bined with public records, such as voter registration.47 
Further, health information may not be secure. HHS has 
been tracking data breaches since September 2009, 
when the HIPAA breach notification rule went into effect. 
The agency reported health information breaches affect-
ing more than 500 individuals.48

Listening in for profit. Another form of consumer-gen-
erated data is personal check-ins on social networks. 
“Savvy health care companies have begun launching 
innovative social media listening programs to aggregate 
data and to capture critical patient insights,” according 
to an analyst report.49 Hundreds of for-profit companies 
have developed successful business models to “scrape” 
social networks. However, the growth and adoption of 
social networking sites have outpaced public policies 
designed to protect the interests of consumers.50 Data 
shared on a social networking site can become a “digi-
tal tattoo” for a consumer, and it is almost impossible to 

Exhibit 1. Consumer Data Available for Purchase and Use 
in Analytics (partial list)

Demographic information

$$ Date of birth

$$ Education

$$ Gender

$$ Marital status

$$ Own or rent home

$$ Ethnicity

$$ Number and age of 
children

$$ Language preference

$$ Religion

$$ Occupation

$$ Military history

Contact information

$$ Name

$$ Home address

$$ Email address

$$ City, state, ZIP

$$ Type of phone

$$ Carrier

Lifestyle, interests,  
activities

$$ Average direct mail 
purchasing amounts

$$ Books/audiobooks 
purchased

$$ Charitable giving

$$ Consumer electronics

$$ Fitness devices

$$ Dieting/weight loss

$$ Gun ownership

$$ Health and medical 

$$ Political affiliation

$$ Sexual orientation

$$ Social media sites 

$$ Exercise and fitness

$$ Vehicle make, model, 
year

Financial and credit data

$$ Income/household 
income

$$ Home value

$$ Length of residence

$$ Payment data: mortgage 
lates

$$ Bankruptcy

$$ Credit score

$$ IRAs

$$ Life insurance

$$ Investments

$$ Tax liens

$$ Card data by brand

$$ Stocks/bonds

$$ Average online purchase

$$ Average offline purchase

Source: The Scoring of America: How Secret Consumer Scores Threaten 
Your Privacy and Your Future, World Privacy Forum, April 2, 2014,  
www.worldprivacyforum.org.

http://www.worldprivacyforum.org/2014/04/wpf-report-the-scoring-of-america-how-secret-consumer-scores-threaten-your-privacy-and-your-future/
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Simplify the fragmented regulatory environment. It 
has become clear that existing laws and policy frame-
works have not kept pace with technology. Further, there 
is no over-arching national law that addresses citizens’ 
privacy. Instead, user-generated data and health infor-
mation relate to a patchwork of laws and regulations 
for which responsibility falls into many federal agencies, 
along with individual state regulations for specific health 
and privacy issues.56 An IOM report on social networks 
and health research said, “Data protection policies in 
the near future must evaluate the delicate balance of a 
free and democratic society that supports the sales of 
goods and services (based on a user’s data) while at the 
same time protecting people from discrimination.”57 The 
Federal Trade Commission called for Congress to con-
sider legislation that would require data brokers to offer 
consumers tools to view, suppress, and fix their personal 
information at the source.58

Consider personal health data lockers and clouds. 
Several projects and companies are developing tools for 
consumers to control their user-generated data. The per-
sonal data locker is one such concept. Dr. Robert Rowley, 
former chief medical officer of Practice Fusion, is devel-
oping FlowHealth, a locker that would enable consumers 
to collect and consolidate data from different online 
sources. This project, along with health records prod-
ucts Gliimpse and DrChrono, among others, incorporate 
a “permissions model” for consumers that lets people 
determine with whom and how they will share their data. 

Balancing Benefits and 
Challenges 

How can third parties deliver on the benefits of 
consumer-generated data for health while balanc-
ing the real risks of individuals’ rights to privacy? 

Following are a few strategies offered by stakeholders.

Help people gain control. Consumers are worried about 
privacy, research shows, but they feel relatively powerless 
to take action.52 Brian Loew of Inspire, an organization 
that connects patient communities, observed, “When 
it comes to information about you, you want to be in 
control of when it’s shared, and how, and with whom.”53 
Organizations that want to use consumer-generated 
data in health should recognize that empowerment 
is an aspect of design. According to Shawn Myers of 
Healthwise, “The really well-designed applications give 
the consumer underlying efficiency and an ability to 
bring order out of the mess — an application that gives 
one a sense of control and a sense of peace.” 

Health lawyer David Harlow recommends that the frame-
work for notices of privacy practices of HIPAA-covered 
entities include check-the-box provisions that give con-
sumers clear, structured choices such as “Yes, please text 
me” or “I don’t care if you email me data as open text, 
not encrypted. I just want my test results.” 

Stephen Downs of Robert Wood Johnson Foundation 
believes that many startups would like a simplified pri-
vacy statement for users, and would find value in a 
template for (privacy) terms that passed muster and that 
didn’t harm their core business models. Downs’ sense of 
the prevailing attitude among smaller start-up compa-
nies is that “they’d prefer not to have to spend a lot of 
money on lawyers.”

However, Deven McGraw cautions that obtaining mean-
ingful consent in an environment where the data are 
shared ubiquitously over and over is very hard. Two 
recent reports on big data — one from the White House 
and one from PCAST — both criticize consent as a means 
of providing meaningful protections for consumers.54, 55 
However, the PCAST report does recommend strength-
ening choice through the use of privacy templates or 
frameworks. 
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In that future of extreme personalization in health, it is 
the analytical process that calls for extreme transparency 
between the data collectors, data analysts, and the peo-
ple whose data are being accessed and manipulated. In 
big data, there are three players: those who create data 
(both consciously and by leaving digital footprints), those 
who have the means to collect it, and those who have 
expertise to analyze it.59 That third group, the data ana-
lysts, is the small group that builds the statistical models 
that can eventually determine health access, insurance 
coverage, and therapeutic options for the consumers 
who knowingly or unknowingly create the data. “Being 
conscious about how you are generating data about 
yourself will quantify into behavioral attributes,” Mikki 
Nasch of The Activity Exchange advised. “This will be 
your good driving record in the future.” 

Fard Johnmar of Enspektos, a digital health commu-
nications company, believes that the time is ripe to 
address digital privacy issues, in part because the recent 
Edward Snowden revelations about the National Security 
Agency’s activities raised the issue of digital privacy to 
a high level of interest. Within eight months of these 
revelations going public, one in two US adults said they 
changed their online behavior and think more carefully 
about where they go, what they say, and what they do 
online.60

 “We have financial literacy, we have health literacy, and 
we need digital privacy literacy, Johnmar said. “We need 
to educate people to make informed decisions about 
what they choose to share and not choose to share.” 

A Preferred Future

Paul Wicks of PatientsLikeMe imagines “a system  
continuously monitoring your health and tweak-
ing your medication, your behavior, your activity, 

to maximize your health. It’s a bit like how technology is 
used to control the performance of a Formula 1 race car,” 
he said. “So why can’t we do this in medicine for, say, a 
grandma with Parkinson’s disease? A connected system 
of sensors, algorithms, and scientists could develop soft-
ware that realizes it’s Friday, which is when we need more 
medication on board to get her safely to her weekly game 
of bingo so the command center suggests to grandma 
that she ups her dose of medication, and sensors in her 
smartphone can monitor her journey and alert caregivers 
if something goes wrong, like a fall.” 

Wicks’ vision has similarities to that of Kipp Bradford, a 
biomedical engineer. “People have two check-ups a year 
that measure ten to 20 variables,” said Bradford. “I could 
develop something that says you’re going to get a cold 
in three days in the same way an airplane diagnostic says 
you need to change the compressor blades on your jet 
engine in two weeks.” 

However, Bradford acknowledged that having one’s own 
biological black box “is a big leap from using and track-
ing with a Fitbit.” The irony, he pointed out, is that it 
takes a lot of data from a lot of people to help health care 
get more personalized for the individual. “When you do 
a clinical trial with 1,000 people you’re taking 1,000 peo-
ples’ physiologic measurements and generalizing that 
across a billion people. But if you can have a trial with 
7 billion people, then you can understand the nuances of 
the effects on one person,” Bradford explained.

David Goldsmith of Dossia calls this notion “population 
health made personal.” He anticipates the patient-
centered digital home (versus the current model of the 
patient-centered medical home) where the growing phe-
nomenon of web-enabled devices meets people in daily 
life generating data for analyses that will be useful for 
personalizing health to the individual based on their pref-
erences. 
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